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15:03 (SH-]

Soliton-Lab

EAP7ITL

TLS -
CAGERE

TestCA -
SEFAE DA > 51 M HRIE

HREEL %L -
EXA >

example.com

a——ZIAE

TestCA A IEE E
D EAP 5= TLS

userO1

CA SEERE TestCA

FHlEE v N
RXAAL> example.com

Frouil J—Y—5FpE TestCA

ID user01
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S@IitOI'I@ 5.EAP-PEAP SBSE TS A 77> NRTE
5. EAP-PEAP F2EETDIF14 7 FERTE

5-1 Windows 10 T EAP-PEAP FZ:E

=11}

5-1-1 Windows 10 DY FUHY FETE
[DAVLRARY ND—20DT0O)\F«] @ [tFa2UFa | 9THSUTOEREERITLET,

SolitonLab FA¥L-A 4y I—907F0)F 1 IEE {E
B vl
TF1VUFr DER WPA2-T>45—T54X
2T OIEE(E): WPA2 - T24-T34X v —
RS LOMEN): AES . ES{EDEH AES
Y NDO—ODFREE - - - | Microsoft: {REE=MNJz EAP

FyNI—- OIS EORR(0):
Microsoft: {Ri&n/z EAP (PEAP) ¥ BE(S) ... RSN EAP 0T T
[V DIASTBRUIC, COERAOBIRBEEMATS(R)

BEORDOEEAE:
" I TFRSERIILTH-/(—0 1D BEFTE(V)

[sRmb—/—(ci25595 (Fl: srvl. srv2. . *¥.srv3¥.com)(0):

‘e
FHE(D) A EBENL— MIAREE(R):

[ Microseft Root Certificate Authority 2011 ~
TestCA

[] thawte Primary Root CA

[] Thawte Timestamping CA

[J UTN - DATACorp SGC

[] UTN-USERFirst-Object

OK Froen [[] veriSign Class 3 Public Primary Certification Authority - G5 .

< >
EERIOERI(T):
- BRI - IS EEEN oS A~ —BALET v

=TT
BHFERERT3(S):

802.1X OFE |802.11 OB/E CFWTTRBENIRI-F (EAP-MSCHAP v2) v | m(c)....J

VI FEEETA(P): v SRS E AT ()

[l#ubI=5 PUEAREEEsITA(N)

e v|| | enEsoRE(C) 15 —/C— BB A R TLV A RS S RYIIRTS(D)
11D 54/ —EMET3(1)

IATOL-H-oEEEEEERTE(D)

. 0K S idn
DIz b ISR T BN B AT E(S) T :
® 1 DI OERIEEFTEE) T
21— WAOBELRETE(F) \74

EBARSE (M) 10 z|
I 2 HA LA RCENGS{ PO ORREF R T3(L)

EAP MSCHAPvV2 OJT1){7«

. GO DERLIT3E:

ZOFybI=HTR. IE-H-£1 - OBIECRIRIE [ERR bt

LAN ZERTE(V)

0 Windows QOFAYZENRAT—R (BEUEAA Y535
B ZEERICEES(A)

| o | #owm |

EE \ &

| ok || #eer

1ERDI= DR &
- B—)\—IAE DRI Z T B On
- {SHRENz)L— NEBEEHES TestCA
REIE—RZEETS Jd—5 535t - Windows OS5 A>&& - - - Off
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K3
it

se||t°ﬂ® 5.EAP-PEAP S5ECDISA 7> ~
5-2 Mac CT0) EAP-PEAP Z2:F

5-2-1 Mac DY FUNY FERTE

Mac %5 71> NT PEAP DREEFVET,
A= —)\—DFRY RNI—IDTAA>EIIwILT, [Wi-FiRE -] 2w o0, UFOH
ERFVET,

Q
A
K

= Wi-Fi
% Bluetooth

B xvro-2

® =x

LIS

& =hE—F

8 AvU—r51h
B -x

© ##8

@ 77ty
Ay hO—Ikey s —
® Siri & Spotlight

W s —refaiUF4

&= Wi-Fixy k=0 707 7 1)L ZEMN

o~
WZAZ 7 IOEREEF2 )T 1 DEREAD

SolitonLab
WPA/WPA2 T4 —=TFZ &

BE ¢

1—H% user01

ISRT—R ecccccee

IR T—RERR

*rreil

HIERA 8 SRAE
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SQIItOﬁ 5.EAP-PEAP REETDISA 7> N&E
5-3 i0S T EAP-PEAP B3

5-3-1 i0S DY TIHV MEETE

WAPM-AX8R TE&E LTz SSID ZiEIRL. BT UH> hOREZITVNET, [1—H&L [/IX
TJ—R] ([ClF 12-6 FIAEDERR] THRELZI—Y—ID. JXXT—RZADLTIZE,
XY)OiEHRE(E [REASAMER SN TLFERAL LEENEDDT. [EHE] Z&RL. #ERLE
ER

il au 4G 13:30 65% @) “SolitonLab’® /XX 7 — K% A% vyt AR {53
(wE WEE] *ovtll  IRRT—KAS
Wi-Fi naeps.local
= C 1—¥% user01 @ Testoa
2y kD=5 3! KA —R eeocecoee fBEZhTVWEEA
HMWM  2026/01/26 13:46:29
"R O]
i
- =u 8= @ =
~ ~
= a = @ [ -
u - 8 =0
B 8 =0
= 8 =0 afjwlelrjtlyjulijolp
Soliton-Lab 8=
oliton-Lal ©) asdfghjkl
8 =0 S SRR uSRrEmsmEm
Bz xlcliv|ib|n|m}Es
= 8 =0 e R —
2123 space return
a M
I5H 5
d—Y4% userO1
NRDT—R password
T—R SE
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SQIIEOI'I 5.EAP-PEAP SBSE TS A 77> NRTE
5-4 Android T0 EAP-PEAP :B:lF

5-4-1 Android DY FUNY FERTE

WAPM-AX8R TE&E Uz SSID ZiEIRL. HTUBD> hDREZITVNET ., [ID] [/IRDT— K]
([Cl& [2-6 FIFEDERR] THREULLEI—Y—ID. /\XXT—RZAHDLTLZEL, [CA FERE]
(C>R— Uz CASERASE ZEBIRL T EE0,

15:29 (S|

A A A=wu
Wi-Fi a

ISR
b4 REAH | BIEFH OFF TY @

g oty ]
v RIFAH | BERED OFF TY &

SolitonLab
. RIFAS | BEERID OFF TY @

!

15:09 SN
Soliton-Lab
EAPH T
PEAP -
7 —X 288
MSCHAPV2 -
CAGIFHE
TestCA -
SERED T > T AREE
REE L 78\ -
RXA

example.com

user01
E£ID
EE @
T EAP 53% PEAP
........ | —
Jx—X 2585 MSCHAPV2
O RR7—kERRTS CA 5B gZ TestCA
s v RAA> example.com
N ID userO1
< ® - NADT—R password
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Sa2liton

6. En{FRESR

6. BI{ERE

6-1 RADIUS

EE

FRsEHY DHEFR(EPS)

EPS @ RADIUS

REEOJ (3. U—EXEEEEO ] AZa1—(CTradliTcI«IILau>d
L. TRADIUS 525007 1%238IR 95 Z & CHEERRIRET I

NetAttest EPS = o™ -
& gysam—F =
o smse &= e
B7IY
eI+ 7r7 HEES
TANEYST
x HEE > RADIUSZE  HEELFAR

Active Directory

E]

FSTATa-F4VY

RADIUSEZDOY

o
F-o-K8%
WETIAE ZATh
oeRE EL 1 RERR oy _
ETE
= ==
-
== A = A
CAY—E 207 LDAPY—E O
AFERORG. £, ERONTHROMARLLAY—L20B LDAPH ——DOOJ/DEE, F70-F
HFLEDZNI OB, §70-F

RADIUS >
RADIUSZBZOIOSE, Fo>O—K
& ca >
LDAP >
DHCP >
5 e=su5y
T4 >

Il o

07 > RADIUSREO S

| RADIUSERSECIY @

ToRH—+

RTREFEERLTFEL v

mAE
[ 2 ]
2 ]

Ryt—
(83) Login OK: [user01] (from client RadiusClient01 port 1 cl

(82) Login OK: [user01] (from cllent RadiusClient01 port 1 cl

| 1-10/184» 10 > &ix—v & i@~

) radiusd[10804]

viainner-tunnel) radiusd
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S2liton 6. BN 1ERER

6-2 EREEOYT DFEZE(WAPM-AXSR)

Home BIEIK D (#2327 - OB 20Uy oL, OJZFRRLET,
REEOY DHERRT DIBAFLEOF TV IRY IRXD (585 #FTv oL, RneIUw T
big_o

BUFFALD 0O Z &R
AirStation Pf’(’_} CIoHoP & 5 772 b CJoHopH— s §—
. Cuse Lmsgs 51 7ot
¢ HOME | e LocouT - - Ostes
= TR | —=
BEEH BXHE EPFEIN- CINTP 54 720 1
P LANSEE (WL AV [_JapT
> ZvED—s3E |=x][2tzzvo93 || 2trzvonT
> EIRSET 0 4 548
p Emm [ 77 A )L{logfile.log) CRET 3 |
— B {185 B O OME
e 2021/01/01 04:07:52 AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - 36:b3:86:45:19:c3
von 2021/01/01 04:07:15 AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - 36:b3:86:45:19:c3
- 2021701701 04:05:14 AUTH wl0.0 (5GHz): Authenticated (WPAZ-EAP: TTL 1800) User [user01] - 36:b3:86:45:19:c3
ﬂ‘ I=: n = I IIE;E -
2 2021701701 04:04:15 AUTH wl0.0 (5GHz): Authenticated (WPAZ-EAP: TTL 1800) User [userD1] - acied:5c:69:a8:43
IR —h

0
0
0
0
= 2021501701 04:04:15 AUTH wl0.0 (5G6Hz): Session-Timeout expired [user01] - aczed:5cz69:aBz43
CPUF_2— 202170101 03:56:53 AUTH wi0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [userD1] - 3c:06:30:2d:6az43
I'm Here 2021701501 03:53:52 AUTH wi0.0 (56Hz): Authenticated (WPA2-EAP: TTL 1800) User [userD1] - cB:80:3d:54:catbe
pingTA | 2021701701 03:52:27 AUTH wli0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - c6:80:3d:54:ca:bc
2021701501 03:51:00 AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 983) User [user01] - c6:80:3d:54:ca:bc
2021701701 03:37:24 AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800} User [user01] - c6:80:3d:54:ca:bc
2021701501 03:34:45 AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - 3c:06:30:2d:6a:43
2021701701 03:34:18 AUTH wlI0.0 {5GHz): Authenticated (WPA2-EAP: TTL 1800} User [userD1] - ac:ed:5c:69:a8:43
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6. EN/FHESR
- EAP-TLS 885N s Ih L Teiz&n O &Rl
Hm# O0FRRHAI
Ayte—2
= (29) Login OK: [user01] (from client RadlusClient01 port 1 cli ) radiusd[12050]
(29) Login OK: [user01] (from cllent RadiusClient01 port 1 cli via check-eap-tis) radiusd[12050]
clientcert_Info: Serial: , Expiration:230809072025Z, ValidSince:220809071525Z, Subjec

NetAttest EPS

t:/C=JP/ST=Tokyo-to/L=Shinjuku-ku/O=Soliton Systems/CN=user01, Issuer:/C=JP/ST=Tokyo-to/L=Shinjuku-ku/O=Soliton S
ystems/CN=TestCA, CommonName:user01 radiusd[12050]

~ cacert_Info: Serlal: , Expiration:320805020335Z, ValidSince: 2208080158357, Subject:/
C=JP/ST=Tokyo-to/L=Shinjuku-ku/O=Sollton Systems/CN=TestCA, Issuer:/C=JP/ST=Tokyo-to/L=Shinjuku-ku/O=Soliton Syst
ems/CN=TestCA, CommonName:TestCA radiusd[12050]

- Adding client .- . radiusd[12050]

WAPM-AX8R

#H OOHT

AUTH wl0.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - 36:b3:86:45:19:c3

- EAP-PEAP SR5EN BTN U TeiB & p O =Rl

WAPM-AX8R

Kt OJFRA
- (86) Login OK: [user01] (from client RadlusClient01 port 1 cli ) radiusd[12050]
NetAttest EPS
- (85) Login OK: [user01] (from client RadlusClient01 port 1 cli . via Inner-tunnel) radiusd[12050]
~ Adding client . radiusd[12050]
HEE O IE

AUTH »10.0 (5GHz): Authenticated (WPA2-EAP: TTL 1800) User [user01] - 36:b3:86:45:19:c3
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